C-MAP CM-93/3 Real Time updating service:
Regulations and security
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1. Backgr ound

In Novermber 1996 the IHO (the International Hydrographic O ganization)

i ssued a new version of the international standard for the exchange of
digital chart data, S-57 Edition 3.0, which was foll owed by another edition
(3.1) in Novenber 2000

The nost significant new feature introduced with Ed. 3.0/3.1 is the
updati ng mechani sm which should enable to keep ENCs (El ectronic Nautica
Charts) up-to-date by neans of sequential update files of relatively small
size and cont ai ni ng change instructions.

Al t hough update files can be distributed to mariners in nmany different
ways, their small size makes them particularly suitable for
t el econmuni cati ons, where data volune remains a critical factor

Foll owi ng the issuing of S-57 Ed. 3.0, C MAP has devel oped a new System ENC
(SENC) format, which is fully conpatible with the new edition of the
standard and has been type-approved by Det Norske Veritas (DNV) as a format
suitable for ECDIS (DNV certificate A-8182). In order to fully exploit the
capabilities of the updating mechani smintroduced with Edition 3.0, C MAP
has al so devel oped and put into operation an Update Server from which

mari ners can downl oad (via HTTP connection or e-nmil) updates for officia
ENCs and C-MAP el ectronic charts. The C MAP Update Server has been

i nspected by DNV as part of the SENC distribution service inplenmented by C
MAP and found conpliant with requirenents specified by the Norwegian

Hydr ographic Service (DNV certificate A-8634).

The updating mechanismis the single nobst inportant innovation introduced
with CM 93/3.

Sone shi ppi ng conpani es and system nmanuf actures have expressed concerns
about the conveni ence of connecting their equipnment (ECS or ECDIS) to the
C-MAP Update Server via HTTP, either directly or through an external device
(e.g. an I NMARSAT terminal). Most concerns fall in either one of the
cat egori es bel ow
e The standards and regul ations affecting the ECDI S woul d forbid
connecting the equi pnent to the Internet and/ or to a communication
devi ce.
* Internet connections are not secure and would be intrinsically
danger ous due to viruses.

The foll owi ng docunent ains to denonstrate that both types of concern above
have no reason to exist.



2.ECDIS and Internet: what the regul ati ons say

The prime regul atory standard on ECDIS is the IMO (International Maritine
Organi zation) Resolution A 817(19) - Performance Standards for ECDI'S. This
standard only contains a generic recomendation in chapter 12 (Connections
wi th ot her equipnent):

12.1 ECDIS should not degrade the performance of any equipnent
providing sensor inputs. Nor should the connection of optiona
equi prent degrade the performance of ECDI'S bel ow t his standard.

The | MO Performance Standards for ECDI'S contain no reference to the

Internet or to conmuni cati on devi ces.

The 1HO Publication S-52 - Specifications for Chart Contents and Displ ay
Aspects of ECDIS is nore specific. Appendix 1 Chapter 3 (Specific Updating
CGui dance) contains the foll owi ng gui dance for ECD S manufacturers:

3.4.2 Aut omati ¢ Updat e

(a) Interface

(1) Ful ly Automatic Updates. The ECDI S shoul d be
capabl e of being interfaced to an | NMARSAT- C EGC
Saf et yNET- capabl e receiver for direct data
transfer of ENC Updat es.

(ii) Sem -automatic Updates. The ECDI' S should be
capabl e of receiving ENC Updates in standard | HO
format by 3.5" high density diskette and through
a tel ephone network.

It is evident how connection to | NVARSAT and/ or tel ephone networks is not
only all owed but even encouraged for the purpose of automatic and sem -
aut omati ¢ updati ng.

The third regulatory standard on ECDIS is | EC (Internationa

El ectrotechni cal Conmi ssion) 61174 — ECDI S Operational and Perfornance
Requi renents, Methods of Testing and Required Test Results. This is nostly
a conpilation of requirenents fromthe previous two standards (i ncluding

t he ones quoted above), and contai ns no prohibition whatsoever about
Internet, |NMARSAT or connectivity in general

Last but not least, C-MAP is not aware of any national regulation (issued
by Maritime Safety Administrations, Coast Guards or equival ent Authorities)
prohi biting connecti on between the ECDIS and a conmmuni cati on devi ce.



3. The C-MAP Update Server and Internet Security

Security of the Update Server is of utnost inportance for C MAP.

The Update Server is structured in such a way as to provide mariners with
secure, unfettered access to update services. The integrity of all data
stored on the Server is guaranteed by a conbination of hardware devi ces and
software tools. The Server is protected by the nost recent and advanced
anti-virus technologies and it is |ocated behind a secure system of
hardware firewalls.

The Update Server transmits only update files, i.e. data, whereas viruses
can only spread through executable code. The Server never sends executabl es
or Java scripts —only plain data. In addition, the client part of the
updating engine (which is part of the CM93/3 Software Devel opnent Kit, and
t heref ore enbedded in the manufacturer’s systen) would reject any data

ot her than update files received during the updating transaction

4. \What ot her authorities says about chart updating:

The OCI M- (G| Conpanies International Marine Forum) - Ship I nspection
Report (SIRE) Programme is very specific about updating.

Their Vessel I|nspection Questionnaire for Bulk O, Chem cal Tankers and
Gas Carriers (Second Edition 2000) ask:

4.5 Has a system been established to ensure that nautica
publications, charts and information are on board and
current?

Ref: SOLAS V Reg. 20

Al'l ships shall carry adequate and up-to-date charts,
Sailing Directions, Lists of Lights, Notices to Mariners,
Tide Tables and all other nautical publications necessary
for the intended voyage. (SOLAS V 20)

An on-board chart and publicati on nanagenment systemis
recommended to ensure that records are kept of which
charts and publications are carried, and when they were

| ast corrected. (BPG 4.9.1)

Record keepi ng of corrections should be revi ewed, and
random checks made to ensure that recorded corrections to
charts and ot her nautical publications have been nmade,
and that charts and publications in use are fully
corrected and up to date. The last Notice to Mariners on
board should be dated within the previ ous two nonths.

Fur t her nor e:
4.5.1 Are fully corrected charts provided for the intended
voyage?

Record in the Comments the type of chart correcting
system which is used, and whether the charts are
corrected for the normal trading area or just for the
voyage.

As C-MAP is told, these questions concern Electronic Chart Systens as wel
as ECDI S.
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